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Abstract—The process of monitoring the events occurring in
a computer system or network and analyzing them for sign of
intrusions is known as intrusion detection system (IDS). The
objective of this paper is to extract fuzzy classification rules for
intrusion detection in computer networks. The proposed
method is based on the iterative rule learning approach (IRL)
to fuzzy rule base system design. The fuzzy rule base is
generated in an incremental fashion, in that the evolutionary
algorithm optimizes one fuzzy classifier rule at a time. The
performance of final fuzzy -classification system has been
investigated using intrusion detection problem as a high-
dimensional classification problem. Results show that the
presented algorithm produces fuzzy rules, which can be used to
construct a reliable intrusion detection system.

I. INTRODUCTION

An intrusion 1s defined as any set of actions that attempt
to compromise the integrity, confidentiality or availability of
a resource [1]. Intrusion Detection Systems (IDS) are
effective security tools, placing inside a protected network
and looking for known or potential threats in network traffic
and/or audit data recorded by hosts. Basically, an 1DS
analyzes information about users’ behaviors from various
sources such as audit trail, system table, and network usage
data.

The problem of intrusion detection has been studied
extensively in computer security [3]-[6], and has received a
lot of attention in machine learning and data mining [7]-[9].

Intrusion detection 1s classified into two types: misuse
intrusion detection and anomaly intrusion detection.
Signature or misuse detection is based on patterns of known
intrusions [10]-[12]. In this case, the intrusion detection
problem 1s a classification problem. This approach allows
the detection of intrusions which the system has leamed
their signatures perfectly. To remedy the problem of
detecting novel afttacks, anomaly detection attempts to
construct a model according to the statistical knowledge
about the normal activity of the computer system [13]-[15].

The above discussion points out that the tradeoff between
the ability to detect new attacks and the ability to generate a
low rate of false alarms is the key point to develop an
effective 1DS. In this paper, we exploit a new evolutionary
fuzzy system to develop an IDS based on misuse detection.
The goal of our algorithm 1s to find high quality fuzzy if-
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then rules to predict the class of input patterns correctly.

Evolutionary algoritims (EA) have been used as rule
generation and optimization tools in the design of fuzzy
rule-based systems [16, 17]. Those EA-based studies on the
design of fuzzy rule-based systems are usually referred to as
Evolutionary Fuzzy Systems (EFS), each of which can be
classified into the Michigan, Pittsburgh or Iterative Rule
Learning (IRL) approaches [16].

Some studies are categorized as the Michigan approach
where a single fuzzy if-then rule is coded as an individual
[11, 18] Many fuzzy EFS methods are categorized as the
Pittsburgh approach where a set of fuzzy if-then rules is
coded as an individual [19, 20]. In the third approach, the
iterative one, chromosomes code individual rules, and a new
rule is adapted and added to the rule set, in an iterative
fashion, in every run of the GA [10, 21, 25].

In this paper, we have extended our previous Michigan-
based intrusion detection algorithm [11] from a problem
with two classes to a five-class classification problem. To
accomplish this purpose we have used an IRL-based
evolutionary fuzzy system that learns the final fuzzy
classification rule set in an iterative fashion. The proposed
evolutionary fuzzy system has been tested using the public
KDD CUP’99 intrusion detection data set available at the
University of California, Irvine web site [22]. As our
proposed classification system 1s an IRL-based evolutionary
fuzzy system for computer intrusion detection, we call it
CID-IRL through the rest of the paper.

The rest of the paper is as follows: Fuzzy rule base for
pattern classification is presented in section II. The proposed
IRL-based evolutionary fuzzy system is discussed in Section
[II. Experimental results are reported in Section I'V. Section
V 1is conclusions.

II. FUZZY RULE BASE FOR PATTERN CLASSIFICATION

Let us assume that our pattern classification problem 1is a
¢ -class problem in the #-dimensional pattern space with
continuous attributes. We also assume that A4 real vectors
x, =(x,,%,,,..%, ), p=1,2,. .M, are given as training
patterns from the ¢ classes (¢ <<M ).

Because the pattern space is [0,1]", attribute values of
x,€l0l] for p=L2..M

i=12,...n. In computer simulations of this paper, we

each pattern are and

normalize all attribute values of each data set into the umit
interval [0,1] .



In the presented fuzzy classifier system, we use fuzzy if-
then rules of the following form.

Rule R 'If x is 4, and ..
C, with CF =CF, .

and x, is4  , then Class

where R, is the label of the j#hfuzzy if-then rule,
A4, are

interval [0.1], C,
given ¢ classes), and CF, 1s the grade of certainty of the

antecedent fuzzy sets on the unit

1s the consequent class (1.e., one of the

fuzzy if-then rule R, . In computer simulations, we use a

typical set of linguistic values in Fig. 1 as antecedent fuzzy
sets. The membership function of each linguistic value in
Fig. 1 is specified by homogeneously partitioning the
domain of each attribute into symmetric triangular fuzzy
sets. We use such a smple specification in computer
simulations to show the high performance of our fuzzy
classifier system, even if the membership function of each
antecedent fuzzy set is not tailored. However, we can use
any tailored membership functions in our fuzzy classifier
system for a particular pattern classification problem.
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Fig. 1. The used antecedent fuzzy sets in this paper. 1: Small, 2: medium
small, 3: medium, 4: medium large, 5: large, and 0: don’t care.

The total number of fuzzy i1f-then rules is 6" in the case
of the »-dimensional pattern classification problem. It is

impossible to use all the 6" fuzzy if-then rules in a single
fuzzy rule base when the number of attributes (i.e.n) is
large (e.g., intrusion detection problem which n=41).

Our fuzzy classifier system searches for a relatively small
number of fuzzy if-then rules with high classification
ability. Since the consequent class and the certainty grade of
each fuzzy if-then rule can be determined from training
patterns by a simple heuristic procedure [24], the task of our
fuzzy classifier system 1is to generate combinations of
antecedent fuzzy sets for a set of fuzzy if-then rules. While
this task seems to be simple at first glance, in fact it 1s very
difficult for high-dimensional pattern  classification

problems, since the search space involves 6 combinations.

In our fuzzy classifier system, the consequent Class C; and
the grade of certainty CF, of each fuzzy if-then rule are

determined by a modified version of the heuristic procedure
which 1s discussed in [24].

To determine C', and CF, of each rule in the population

the following steps should be done:
Step 1: Calculate the compatibility of each traiming
pattern x, =(x,.%,,....X,,) with the fuzzy if-then rule

R, by the following product operation:

ﬂj(xp):ﬂ_;l(xpl)x'"Xﬂjn(xpn)a p:1,2,...,m, (1)

where g, (x ;) is the membership function of i attribute

of p" pattern and M denotes total number of patterns.

Step 2: For each class, calculate the relative sum of the
compatibility grades of the training patterns with the fuzzy
if~then ruleR ; :

B R )= Z ,uj(xp)/Nc[mh,h=1,2,...,c )

xp =Chass #1

where £, ,(R,) is the sum of the compatibility grades of

the training patterns in Classh with the fuzzy if-then rule

R,and N 1s the number of training patterns which their

Class kb
corresponding class is Class & .

The described modification of the heuristic procedure has
occurred 1n this step, since in the procedure discussed in
[24] the sum of the compatibility grades is calculated instead
of calculating the relative sum of the grades. This is because
in intrusion detection problem some of the classes are very
similar to each other. Moreover, the number of training
patterns for each of the classes 1s significantly different. So
if we use the traditional heuristic method of [24], the

consequent class of R, might be specified incorrectly.

Step 3: Find Class h . that has the maximum value of
ﬂC’Iassh(R _j) :

B, P ®)= maX{ﬁam VR e B (R, )}. 3)

If two or more classes take the maximum value, the
consequent Class C; of the fuzzy if-then rule R, cannot be

determined uniquely. In this case, let C, beg. If a single

class takes the maximum value, let C, be Class A - If there

is no training pattern compatible with the fuzzy if-then rule
R, (e,if B, ,(R )=0forh=12...c) the consequent
7 ass J

Class C | is also specified as .



Step 4: 1f the consequent Class C, is¢@, let the grade of
certainty CF, of the fuzzy if-then rule R, be CF, =0.
Otherwise, the grade of certainty CF, is determined as

follows:

CF, = (ﬂcm i (&, )—B) iﬂcmh(}?]) 4
W}iere

ﬂ:Zﬂthmsh(R])/(c—l) (5)

By the proposed heuristic procedure we can specify the
consequent class and the certainty grade for any
combination of antecedent fuzzy sets. Such a combination is
generated by a fuzzy classifier system, which its
construction steps will be explained in the next subsections.

The task of our fuzzy classifier system is to generate
combinations of antecedent fuzzy sets for generating a rule
set § with high classification ability. When a rule setS is

given, an mput pattern x, ={x,.x ,,..%X ) 1is classified
by a single winner rule ij in S, which is determined as

follows:
p:(x,). CF. = max{p,(x,). CF,|Re S}. 6)

That 1s, the winner rule has the maximum product of the
compatibility and the certainty gradeCF, .

The method of coding fuzzy if-then rules which is used in
this paper is the same as the method which we employed in
[11]. Each fuzzy if-then rule is coded as a string. The
following symbols are used for denoting the five linguistic
values: (Fig. 1)

0: don't care (DC), 1: small (3), 2: medium small (M3), 3:
medium (M), 4: medium large (ML), 5: large (L).

Intrusion Detection is a high-dimensional classification
problem with a 41-dimensional feature vector as its input
and 5 classes as its output. The CID-IRL consists of ¢
classifiers, where ¢ 1s the number of classes. Each classifier
contains a subset of rules with the same labels. The
proposed algorithm focuses on learning of each class to
improve the total accuracy of the main classifier. Therefore,
the proposed evolutionary fuzzy rule learning algorithm is
repeated for each class of the classification problem
separately.

By considering the above feature of CID-IRL, the goal
classifier consists of ¢ classifiers. Hach of these classifiers
develops independently. The combination of the obtained
fuzzy rule sets are used in the structure of the final
classification system.

III. IDSBASED ON CID-IRL

CID-IRL is a kind of boosted evolutionary fuzzy system
that learns fuzzy if-then rules in an incremental fashion, in

that the evolutionary algorithm optimizes one fuzzy
classifier rule at a time. The boosting mechanism reduces the
weight of those training instances that are classifier correctly
by the new rule. Therefore, the next rule generation cycle
focuses on fuzzy rules that account for the currently
uncovered or misclassified instances. At each iteration the
fuzzy rule that can classifies the current distribution of
training samples better than other rules of the population is
selected out to be included in the final classification fuzzy
rule base. The idea behind using the boosting mechanism is
to aggregate multiple hypotheses generated by the same
learning algorithm invoked over different distributions of
the training data into a single composite classifier.

In the above leamning framework we have used the fitness
function which is computed according to equations (7) to

(9.
Zk\ck*c wkiuRi (xk)
Ir= —
DIV
kle® =¢,
i i
ZklckicK W #Ri )

8
I N
Kk e,

fitness(R;) =wp fp—wy [y (9
where,
[ rate of positive training instances covered by the

(7

S =

rule R, (correct classification).
o+ rate of negative training instances covered by the

rule R, (misclassification).

w" : a weight which reflects the frequency of the instance
x* in the training set.
wp . the weight of positive classification

Wy the weight of  negative classification
{misclassification).

Outline of the proposed iterative evolutionary fuzzy
system 1s presented as follows:
Step 1. Generate an initial population of fuzzy if-then rules
based on weight of training samples. (Initialization)
Step 2: Generate new fuzzy if-then rules by genetic
operations. (Generation)
Step 3: Replace a part of the current population with the
newly generated rules. (Replacement)
Step 4: Terminate the inner cycle of the algorithm if a
stopping condition is satisfied, otherwise retumn to Step 2.
{Inner Cycle Termination Test)
Step 5: Terminate the outer cycle of the algorithm if a
stopping condition is satisfied, otherwise go to the next step
{Outer Cycle Termination Test)
Step 6: Adjust the new weight of each training sample that
covers by the new added fuzzy rule. Go to step 1. (Weight
Adjustment)

Each step of CID-IRL is described as follows:



Step 1: Let us denote the number of fuzzy if-then rules in
the population by N,,, . To produce an initial population,

NPOP

random pattern in the train dataset [24]. As it was mentioned
in the previous section, the proposed evolutionary fuzzy
system is considered for each of the classes of the
classification problem separately. Therefore, the mentioned
random pattern is extracted according to the patterns of the
training dataset, which their consequent class is the same as
the class that the algorithm works on. Note that the
probability for each traiming pattern to be chosen in this step
1s proportional to its current weight. This means that the
algorithm considers a greater probability for those patterns
that have not been learned in previous iterations. Next, for
this random pattern, we determine the most compatible
combination of antecedent fuzzy sets using only the five
linguistic values (Fig. 1). The compatibility of antecedent
fuzzy sets with the random pattern is measured by (1). After
generating each fuzzy if-then rule, the consequent class of
this rule 1s determined according to the heuristic method,
explained in the previous section. The generation of each
fuzzy rule is accepted only if its consequent class is the same
as its corresponding random pattern class. Otherwise, the
generated fuzzy rule is rejected and the rule generation
process is repeated. After generation of N, fuzzy if-then

fuzzy if-then rules are generated according to a

rules, the fitness value of each rule is evaluated by
classifying all the given training patterns using the set of
fuzzy if—then rules in the current population. Each fuzzy if—
then rule is evaluated according to the fitness function,
which 1s presented in equation (8):

Step 2: A pair of fuzzy if-then rules is selected from the
current population to generate new fuzzy if-then rules for
the next population. Each fuzzy if-then rule in the current
population 1s selected using the toumament selection
strategy. This procedure is iterated until a pre-specified
number of pairs of fuzzy if-then rules are selected A
crossover operation is then applied to a selected random pair
of fuzzy if-then rules with a pre-specified crossover
probability. Note that the selected individuals for crossover
operation should be different. In computer simulations of
this paper, we have used the uniform crossover. After
performing the crossover operation, consequent classes of
the generated individuals are determined. If these classes are
the same as their parent classes then the generated
individuals are accepted, otherwise the crossover operation
1s repeated according to a pre-defined iteration number for
each individual that its consequent class is not the same as
its parents. We call the above-mentioned iteration
number X With a pre-specified mutation probability,

repeat -
each antecedent fuzzy set of fuzzy if-then rules is randomly
replaced with a different antecedent fuzzy set after the
crossover operation. After performing the mutation
operation, consequent class of the mutated individual is
determined. If the result class is the same as the class of the
individual before the mutation operation the mutated

individual is accepted, otherwise the mutation operation is
repeated until a pre-specified iteration number. We call this

number M, ... After performing selection, crossover and

mutation steps, the fitness value of each of the generated
individuals is evaluated according to equation (8).

Step 3: A pre-specified number of fuzzy if-then rules in
the current population are replaced with the newly generated
rules. In our fuzzy classifier system, F, percent of the worst

rules with the smallest fitness values are removed from the
current population and (100 - F,) percent of the newly
generated fuzzy if-then rules are added. (F;is the
replacement percentage) After performing the mentioned
replacement procedure, the fitness value of each of the
individuals is evaluated according to equation (8).

Step 4: We can use any stopping condition for
terminating the inner cycle of the IRL-based fuzzy rule-
leamning algorithm. In computer simulations of this paper,
we used the total number of generations as a stopping
condition.

Step 5: After termination of the inner cycle of CID-IRL,
the algorithm adds the best fuzzy rule of the evolved
population to the final classification rules list and checks if
this added fuzzy rule is capable of improving the
classification rate of final classification system. If the
classification rate is not improved the algorithm removes the
added fuzzy rule from the final classification rules list and
terminates. Otherwise, it goes to the next step.

Step 6: At each step, GA is run and rule R, with the best

fitness value is inserted into the fuzzy rule base. Since each
inserted rule is an incomplete weak classifier, rules in the

fuzzy rtule base have a classification error value,
denoted E(R, )
E(R)=1-CF, (10)

After each rule extraction process, instances that are
misclassified will end up having the same weight, and those
instances that classified correctly are reduced by some

factor #° . Hence, after the extraction of rule R, , the weight
at iteration £ +1 becomes:

wh(t)  ife 2oy

wh()* B if e, =¢,

wh(t+1) = (11)

where B* is calculated for each instance by using the

following equation:

fg, ()
E(R,)

_ =) (12)
1-E(R,)

Bt =

Note that mitially w, =1. After this step, the algorithm
Jumps to step 1.



I. EXPERIMENTAL RESULTS

We applied our proposed method to the Knowledge
Discovery and Data (KDD) Mining Cup 1999 intrusion-
detection data set. Each object in the data set is a network
connection. Hach object is defined in 41D space, and
belongs to one of five classes: normal, probe, denial-of-
service (DOS), unauthorized access to root (UZR), and
unauthorized access from remote machine (R2L). Objects in
the normal class are harmless connections, whereas objects
in the other four classes are different types of attacks. The
training set contains 494,021 connections; the text data
includes 311,029, The KDD Cup 1999 data set is the only
large-scale, publicly available data for evaluating intrusion-
detection tools. A detailed description of the data set is
available at [22]. We have used a subset of the 10% KDD-
Cup 99 dataset as our train dataset. The test dataset is the
same as that, which was used in evaluating classification
algorithms in KDD-Cup 99 contest. We normalized the train
and test data sets, where each numerical value in the data set
1s normalized between 0.0 and 1.0. Table I shows parameter
specification that we have used in our computer simulations
for CID-IRL. The evolutionary process of CID-IRL 1is
investigated in Fig. 2. According to this figure, we can
comprehend that our proposed iterative fuzzy rule learming
algorithm is capable of evolving fuzzy if-then rules that
cooperate and compete with one another efficiently.

Classification performance of CID-IRL is measured and
compared with that of different baseline classifiers including
pruning C4.5, Naive Bayes (NB), k-Nearest Neighbor (k-
NN) and Support Vector Machine (SVM). In &NN
parameter k£ is set to 5, and the SVM is trained using the
well-known fast sequential minimal optimization method
with a polynomial kemel. Table 11 shows the results of
Recall, Precision, and F-measure of different classifiers for
each class of intrusion detection problem. This table shows
that our proposed evolutionary fuzzy system is within the
best three top classifiers for all of the classes in the
investigated classification problem. Therefore, we can
conclude that our proposed evolutionary fuzzy system is a
reliable approach for generating a high performance
classification system.

II. CONCLUSIONS

In this paper, the use of an iterative evolutionary fuzzy
system (CID-IRL) is investigated to develop an intrusion
detection system capable of detecting intrusive behaviors in
a computer network. Computer simulations on DARPA
datasets demonstrate high performance of CID-IRL for
intrusion detection. As intrusion detection 1s a high-
dimensional classification problem one of the important
properties of the proposed EF Ss in this paper 1s that the class
labels of all of the rules in the population are the same. This
feature allows the algorithm to focus on leaming of each
class independently. An initialization procedure is used to

generate fuzzy if-then rules directly from the training data
set. These rules enable the algorithm to focus on finding
fuzzy rules, which are related to a special class. Moreover,
the probability of choosing an instance from the traiming
data was depended on the instance weight. This technique
enabled the learning algonthm to guide its evolutionary
process at its start up significantly. The performance of CID-
IRL. was compared to several classification algorithms.
Results showed that the performance of the presented
iterative algorithm is competitive to several well-known
classification algorithms such as pruning C4.5, Naive Bayes
(NB), k-Nearest Neighbor (&NN) and Support Vector
Machine (SVM).

It would be interesting to investigate the performance of
other kinds if evolutionary fuzzy systems (e.g. Michigan and
Pittsburgh  approaches) for the intrusion detection
classification problem. Moreover, the use of multi-objective
evolutionary fuzzy systems to extract a comprehensible
fuzzy classifier for intrusion detection is another
considerable investigation topic, which is left for our future
work.

TABLEI
PARAMETERS SPECIFICATION IN COMPUTER SIMULATIONS FOR CID-IRL
Parameter Value
population size (N ., ) 200
crossover probability ( PE ) 90
mutation prabability ( B, ) 10
Crossover attempts (X, ., ) 20
Mutation attempts (M, ) 20
Weight of positive class ( Wy ) 0.01
Weight of negative class { Wy, ) 0.99
replacement percentage ( Pmp g) 20
maximum number of generations 200
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Fig. 2. Classification rate progress for different classes of intrusion
detection problem during several iterations of CID-IRL
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